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OverviewOverview

Social media technologies provide organizationsSocial media technologies provide organizations 
with opportunities to communicate with customers, 
enhance brand awareness and build employee 
moralemorale
The Legal Department’s job is to mitigate risks.  To 
build an effective social media program, you need to p g , y
understand:

What social media is
How social media fits into your Company’s strategyHow social media fits into your Company s strategy
The risks of using social media



What is Social MediaWhat is Social Media

According to Wikipedia:According to Wikipedia:

“Social media are media for social interaction, using 
highly accessible and scalable communication 
techniques.  Social media is the use of web-based 
and mobile technologies to turn communication intoand mobile technologies to turn communication into 
interactive dialogue. 

. . . social media is a blending of technology and 
social interaction for the co-creation of value.”



Types of Social MediaTypes of Social Media

Social networking sites (Facebook, LinkedIn)Social networking sites (Facebook, LinkedIn)

Sharing sites (YouTube, Flickr)

Blogs (including microblogging technology like 
T itt )Twitter)

Collaborative publishing sites (internal wikisCollaborative publishing sites (internal wikis, 
Wikipedia)

*types of social media can be internal or external



Understanding Your Company’s 
Social Media Strategy

Engage other departments (marketing, 
engineering/IT, HR)engineering/IT, HR)

Identify the goals and opportunities for yourIdentify the goals and opportunities for your 
organization



Key ConsiderationsKey Considerations
Key considerations:

C ltCompany culture
Goals for social media

Promote company, engage customers, recruitment,Promote company, engage customers, recruitment, 
collaboration and knowledge sharing

Who will be involved/authorized to speak
A lApproval process
Should you have a separate policy for social 
media?media?

Consider interaction with Code of Conduct, Employee 
Handbook, Privacy Policy, Appropriate Use Policy



Identify the RisksIdentify the Risks
Internal vs. external risk

Internal use lends itself to more control over dissemination andInternal use lends itself to more control over dissemination and 
ability to remove content; policies need to be reconciled with other 
policies, such as document retention, since social media postings 
may constitute a business record
External use decreases the ability to control content, creates the 
risk of employees inadvertently acting as a company 
representative, disclosing confidential information or intellectual 
propertyproperty

Brand risk
Trademarks, copyright and domain names
Di i k d b hi d iDisparaging remarks posted by third parties

Regulatory risk
Privacy
Securities laws/insider trading



Do’s and Don’tsDo s and Don ts
Don’t bury your head in the sand

Y l ARE i i l diYour employees ARE using social media

Do
Be realistic about your company culture
Engage other departments
Develop a thorough understanding of your 
company’s social media goals
Identify the risks



Formulating Appropriate Social 
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Policy ConsiderationsPolicy Considerations
Consider and draft to mitigate g

HR/Employment risks
Privacy/confidentiality concerns
Advertising or Securities lawsAdvertising or Securities laws
Brand or corporate reputation

Who has authority to speak on behalf of company?
What approval must be obtained?
Application to activities outside of the scope of 

l temployment
Continuity with other policies
Monitoring and enforcementMonitoring and enforcement



Guidelines for Company RepsGuidelines for Company Reps

What sites/applications are approved?What sites/applications are approved?
How are reps and accounts tracked, 
monitored and managed?monitored and managed?
Provide internal contacts to address 
i /issues/concerns:

Legal
M k tiMarketing
Compliance



Do’s and Don’ts for Company RepsDo s and Don ts for Company Reps

Ensure accuracy in postsEnsure accuracy in posts
Follow advertising guidelines (truthful, non-
misleading, substantiated, etc.)g, , )
Disclose material terms and or relationships
Avoid obscene and/or inflammatory languageAvoid obscene and/or inflammatory language
Respect IP of the company and others
Prohibit disclosing private or confidentialProhibit disclosing private or confidential 
information
Prohibit misrepresentation of the author’sProhibit misrepresentation of the author s 
identity



Do’s and Don’ts for Employees 
Off the Clock

Conspicuous notice regarding expressionConspicuous notice regarding expression 
of personal views
Respect company employees customersRespect company, employees, customers, 
partners, affiliates, etc.
P hibit di l i i t / fid ti lProhibit disclosing private/confidential 
information, “work-related developments,” 

i id i f tior inside information
Reserve right to request “quiet period”



Additional ConsiderationsAdditional Considerations

Avoid “chilling” concerted protected activitiesAvoid chilling  concerted protected activities 
(NLRA/FLSA)
Prohibit unauthorized access to accounts by y
company Reps/Managers (Stored 
Communications Act)
Avoid use/reliance on social media for 
investigative purposes 
File DMCA Safe Harbor Form if site posts third-
party content



E i C li With YEnsuring Compliance With Your 
Social Media Policyy
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Legal Should Get its Hands DirtyLegal Should Get its Hands Dirty

the legal department should try out various social g p y
media services and be familiar with the settings and 
functionality

this is particularly true for any service where the 
company has an “authorized” accountcompany has an authorized  account



Monitoring vs EducationMonitoring vs. Education

it’s unrealistic to review every piece of content orit s unrealistic to review every piece of content or 
interaction prior to it being sent

it would also defeat the purpose

d ti i lik l t b ff ti theducation is likely to be more effective than 
“monitoring”



Actual Participation is UsefulActual Participation is Useful

actual participation from someone at a high level is p p g
useful 

letting an intern ‘deal with it’ could be a recipe for 
disaster 



Privacy Issues – Employee PrivacyPrivacy Issues Employee Privacy

accessing an employee’s personal social media g p y p
account can create problems

Maremont v. Susan Fredman Design Group (denying motion 
to dismiss claims based on employer’s alleged access of 
employee’s personal twitter and Facebook account)

Pure Power Boot Camp v. Warrior Fitness Boot Camp (ex-
employees awarded $4,000 for email snooping by employer)



Whose Account is it?Whose Account is it?

it’s worth being clear about whether a particular g p
account is a “company account” or a personal 
account



Coordination with PR DepartmentCoordination with PR Department

the PR effect from a social media gaffe is likely to be g y
as important as the legal effect

legal and PR should coordinate with respect to 
response and decision-making



Trademark IssuesTrademark Issues

to the extent the company is using social media p y g
channels overtly and using the company’s brands, 
someone should periodically check for compliance 
with trademark guidelineswith trademark guidelines



Copyright ConcernsCopyright Concerns
social networks have terms of service which affect 
copyright/licenses

as with the internet in general, people should be 
instructed to not take images that are made available 
on social networkson social networks

Agence France-Presse v. Morel (court rejects Agence France-
P ' tt t t l i li t H iti th k h tPresse's attempt to claim license to Haiti earthquake photos 
through Twitter/Twitpic terms of service)



Specific Compliance IssuesSpecific Compliance Issues
public companies or companies in the midst of p p p
going public have specific issues

companies in regulated industries have specific 
issues (e.g., debt collectors have to abide by FTC 
rules; FDA rules regulate the online activities of drugrules; FDA rules regulate the online activities of drug 
companies)
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Why is training necessary?Why is training necessary?
“We lived on farms, then we lived in 

iti ’ licities … now we’re gonna live on 
the internet!”



Who should get training?Who should get training?

- Individualize training programs to meetIndividualize training programs to meet 
specific needs and social media skill levels

All Managers: focus on hiring disciplining- All Managers: focus on hiring, disciplining
- Recruiters: discrimination and invasion of privacy

Writers: FTC transparency responding to- Writers: FTC transparency, responding to 
comments, unfair business practices, trade 
secret concerns, accidental disclosuressecret concerns, accidental disclosures

- Public Relations: branding, image, press



What should training cover?What should training cover?

- Focus on the “do’s” over the “don’ts”Focus on the do s over the don ts
- How can workers drive their careers (and 

the company) forward?the company) forward?
- “WIIFM?” mentality will be present



How should you train?How should you train?

J t lik li i t i i tJust like your policies, your training must 
be adapted to your company culture



When should you train?When should you train?

- One session is not enoughOne session is not enough
- Commit to ongoing process to extend the 

conversation and improve as necessaryconversation and improve as necessary
- Examples: internal blogs, wiki pages, 

di i b ddiscussion groups, message boards


